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ENHANCED CHAOS BASED SPREAD SPECTRUM
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ABSTRACT

An Enhanced version of chaos based spread spectrum image steganography [1] has been
proposed by incorporating chaos-based encryption, error correction code and chaotic
modulation in spread-spectrum image Steganography. In proposed method, an enhanced
chaos-based encryption, using an external secret key of 256-bits, and piecewise linear
chaotic map (PWLCM-s) are employed. The initial condition values of PWLCM are derived
using external key. To make encryption more robust, the secret key is modified after
encrypting each block of 256 bits. The pseudo random sequence derived from PWLCM
used for steganography and chaotic modulation. Findings confirm that the proposed method
is secure from various types of attacks, exhibits good encryption speed and better security
performance.
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1. INTRODUCTION

While transmitting the information over the internet one needs to protect the important
information from unauthorized users by using various encryption techniques [2, 3, and 4].

Most of the conventional encryption algorithms such as AES, DES, and RSA etc.
are not suitable for image and video encryption [2, 3, and 4] as these techniques require
a large computational time and high computing power. Hence these techniques are not
preferred for image or video encryption.

For this reason various fast image encryption algorithms proposed, chaos based
encryption is one of them. There exists relationship between the chaos and cryptography
such as 1) Ergodicity and confusion. 2) Sensitivity to initial condition and diffusion
with a small change in the secret key or plain text. 3) Mixing property and diffusion. 4)
Deterministic dynamics and deterministic pseudo-randomness. 5) Structure complexity
and Algorithm complexity. Hence, a large number of chaos-based cryptosystems has
been proposed [5, 6, and 7], but many of the proposed technique lack robustness and
security 8, 9, and 10].

Yen-Guo’s et al. proposed many chaotic image encryption methods [11, 12], by
using the basic idea of the chaotic map which serves as a chaotic pseudo random sequence
generator (PRNG) and PRNG is used to control secure permutations or substitutions of
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pixels. The various tecngniue like BRIE and TDCEA proposed by Yen-Guo’s has been
successfully crypt analyzed [13, 14]. The Enhanced 1-D Chaotic Key-based Algorithm
(EKCBA) for image encryption proposed by Li et al. [ 15]. Pareek et al. proposed various
cryptosystem [16, 17, and 18]. In this technique the initial conditions and for the control
parameter derived from the external key the chaotic ciphers proposed by Pareek et al.
have been crypt analyzed by Alvarez ef al. [8 and by Wei et al. [19] respectively. A.
Kumar et al. [1] proposed the image encryption using 128-bit external key and PWLCM
(Piece Wise Linear Chaotic Map).The initial condition value derived from the 128-bit
external key and to make the cryptosystem more robust by modifying the secret key
encrypting each block.

Data hiding has evolved as potential applications for information protection such
as access control of digital multimedia (e.g. Watermarking) [20, 21], secret
communications (e.g. Steganography) [22, 23], temper detection, and others. It is the
art of hiding a message signal in a host signal without any perceptual distortion of the
host signal.

Spread spectrum image steganography (SSIS) is a method involving the use of
spread spectrum communication techniques like error-control coding and modulation
in Steganography [24].
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Satish et al [25], they encrypted the message using the chaotic sequence and encoded
with error correction code, further they modulated the output using chaotic sequence
and embedded signal interleaved using the key. A. Kumar et al. [1] modified this
technique by using PWLCM (Piece Wise Linear Chaotic Map) and by modifying the
cox’s method [26].

2. PRrROPOSED METHOD

Here, the main components and their functionality, operation and data flow of each
component are discussed. The propose scheme is shown in figure 1 which is composed
of the encryption, embedding, and decryption system.

2.1. Encryption Process

In encryption the image data is divided into blocks of 256-bit each. The secret key is
used to generate the initial condition and threshold values. The two pseudorandom
sequences are generated using PWLCM based on generated initial condition and
threshold values. Further, data is divide into two blocks of 128-bits each (First block
consists of all odd number bytes and second block all the even number bytes) as well as
secret key in same manner. Each block is encrypted using pseudorandom sequences.
The number of rounds depends upon the secret key. The secret key is modified after
completion of each round.

The procedure of the encryption is discussed step by step as follows:

(1) The proposed process uses the 256-bit external secret key. The secret key is
divided into a block size of 8-bit each

K=KK2..K, (1)
where K represents one block of 8-bit each of the secret key.
(2) Here, PWLCM (Piecewise Linear Chaotic Maps) are employed as follows
X,,=C, (X) (2a)

ntl

Y, =C, (¥) (2b)

n+l
The initial condition values (X, Y,), threshold values (u , uy) are calculated
using mathematical manipulation based on secret key.

(3) Divide the secret key into two keys of 128-bits each in such a way that Key, as
all odd numbers and Key, as all even numbers and further manipulate the keys.

Key, =K K, ... K, (3a)

Key,=KK, ... K,, (3b)
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K, = Key, © Key,
Ky = Key, ® Key,
Kr - Krl Kx2 e Krl(u

K=KK,. K,

(4) (a) The initial condition value of calculated as:

G1=

G4=

(Ko + (K)o +
(Koo + (K130

(Ki2)10 + (K)o +
(Ky10)10 + (K 1410

(K3)10 + (K)o +
(K110 +(Ky15)10

(Kyg)1o +(Kigo +
(K 1210 + (K160

] mod256
mod256
mod256

mod256

Convert the block into a binary string as:

B=G,G,..G, .G

21 48

_ G *2° + Gy x2' + G g *2" + )

Gy #28 + Gy #2° + Gog %21 +

16 17 23
Gy #2774+ Gy ¥27 + Gyg *27 +

Gy ¥2 + G #27 +Gyg # 27"

X, = ((X%n j + 0.2) mod0.9

(b) The initial condition value of ¥ calculated as:

~ (Kyp) 10 +(Kyg)io +

(K)o +(Kys)o +

mod256
(Ky9)10 +(K 1310

mod256
(K y10)10 + (Ky14 10

(3¢)
(3d)

(3e)
(30

(4a)

(4b)

(4c)

(4d)

(5

(6)

(7

(8a)

(8b)
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B [(Ky3)10 +(K 7)o + mod256 (80)

, =
(Ko + (K50
(Ky4)10 +(Kyg)io +

H, = mod256 (8d)
(K 1210 +(Ky16)10

Convert the block into a binary string as:

B=HH,..H, ..H, ©)

Hy, %2 + Hyy %2+ Hyg %27 +

v | Ha %28 4 oy #2° + Hog %21 + 10)
0 =

Hyy #2" 4 Hyy %27 4 Hyg %25 4

Hy #2% + Hyp %27 + Hyg %27 |

Y, =([Y%nj+o.zj mod0.9 (11)

(¢) The threshold values calculated as:

i, = (X, * ¥, )mod(0.5) (12a)

H, =(\/);:;Jmod(0.5) (12b)

Generate two pseudorandom sequence of 128-bit each after leaving the first
1000 iterations and consider the value between 0.2 and 0.8 only as i, and j, on
the bases of the initial condition and threshold values

The real numbers is converted into binary sequence using the following
equations
L, = (int (23 * (i, - 0.2)/0.9) + 1) mod1 (13a)
M, = (int (23 * (j_—0.2)/0.9) + 1) mod1 (13b)
Where k=1, 2, ..., 128.
Read 32 bytes from the image file, and divide these 32 bytes into two blocks

of 16 bytes each by taking all odd number bytes in block one and all even
number bytes in block two.
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(7) Modify each block using byte substitution for creating confusion.
(8) First block XOR with L, [1 —128)] and second block ex-or with M (1 —128].
(9) XOR First block with K and second block with K.

(10) Again modify each block using byte substitution, XOR second block with L,
[1-12], XOR first block with M [1 ~128], and XOR first block K) and XOR
second block with K.

(11) Repeat the steps 7 to 10

t = [(Kyl)m + (Kyw)mj
(K)o + (K610

(12) Apply turbo code [27] to both blocks.

(14)

(13) After encrypting one block of 256-bit modify the secret key and divide secret
key into two parts as mentioned in step 3.

(14) Take X =, o, ¥ = J heo B =1 _* B, (mod(0.5)), (15)

my = (1, /n, )(mod(0.5)).- (16)

(15) Repeat the steps 5 to 14 until whole file is encrypted.

Decryption is exact opposite of the encryption process.

2.2. Hiding Information

2.2.1. Spread Spectrum using Chaotic Shift Keying (CSK)

The encrypted message is further modulated using chaotic shift keying concept, so that
there will be minimum effect of error or noise added during transmission of the data.

In CSK
If (data bit ==1) then
Symbol generated by oscillator is transmitted.
Else
Inverted Symbol is transmitted.
PWLCM used in this case
Z. . = CHZ Z) (17)
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Where the threshold and initial condition values are derived as follows:

Zy = 216 K mod(256) |0.25 |mod1 (18)
=1\ +K , 0
16 qu

o, = [qu£*qu IJ 0.25 |{mod(0.5) (19)

2.2.2. Hiding Data

Cover image converted to Y/Q format and take the 4-level wavelet transform and obtain
the highest ‘m’ component in the LH-band. The data is hiding in the selected wavelet
components’ with the modified Cox’s method [1].

B is the pseudorandom sequence (act as key during data hiding) which is calculated
using PWLCM the initial condition value are

16 [ K,
" (H‘“ ¥ ;Umod@%) 025 |mod? (20)
16 [ K,
Hp = [qu *quqloJ 0.25 |mod(0.5) 1)
Bt = CuB(Bn) (22)

3. ANALYSIS OF THE PROPOSED METHOD

An encryption technique and robust steganography should be resistant to various types
of attacks. Various security analysis of the proposed method performed in this section.

3.1. Statistical Analysis of the Encryption

For a perfect cipher system, cipher should be robust against any type of statistical attack.
Hence, various statistical analyses performed like histograms, the correlation coefficient
for several images and its corresponding encrypted images, and sensitivity analysis for
checking the proposed cryptosystem robustness.

(a) Histogram analysis: Analysis of the histograms of several encrypted as well as
original images performed. Figure 2(a) original Lena image and its histogram figure
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2(c). Figure 2(b) encrypted image and its histogram figure 2(b). Histogram of the
encrypted image is nearly uniform and quite different from the original image. Thus, it
does not give any clue of statistical attack on the proposed scheme.
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Figure 2: Histogram Analysis: (a) Original Lena Image (b) Encrypted Image (c¢) Histogram
of Original Image (d) Histogram of Encrypted Image

(b) Correlation coefficient analysis: For the calculation of correlation coefficient of
adjacent pixels, following formula is used

N N N
NZ(xj ij)_zxj Xzyj
C. = J=1 J=1 J=1 (23)
N N N N
N = QP |} Ny =)
=1 Jj=1 Jj=1 Jj=1

where x and y are the value of the two adjacent pixels of the image and N is the total
number of pixels selected from the image.

The correlation coefficients calculated, of the original image its highly correlated
and there is negligible correlation in the encrypted image.
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Table 1
Correlation Coefficients for the Two Adjacent Pixels in the Original and Encrypted
Shown in Fig. 2

Original Image(Figure 2a) Encrypted Image (Figure 2b)
Horizontal 0.8823 0.0035
Vertical 0.5623 0.0129

The average correlation coefficient between the original image and the encrypted
image is very small which implies that there is no correlation between the original
image and its corresponding encrypted image. In addition to the histogram analysis,
the correlation is analyzed between horizontally adjacent pixels in the several images
and their encrypted images. In Fig. 3, shows distribution of two adjacent pixels in the
original and encrypted images shown in Fig. 2.
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Distribution of Two Horizontally Adjacent Pixels in the Plain and Encrypted. Where 3(a) &
3(c) are Original and Encrypted Images
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3.2. Sensitivity Analysis of the Encryption

The perfect image encryption method should be sensitive to the secret key i.e. any
change in single bit of the secret key should produce a completely different encrypted
image. For this purpose any bit of the key is changed and tested for three times. Due to
strong avalanche effect of the proposed encryption technique the encrypted images
generated are quite different from each other.

(1) The original image figure 4(a) is encrypted by using the secret key
‘ABCDEFFEDCBAO0123456789FEDCBAFFO05SABCDEFFEDCBA
0123456789FEDCBAFF05” as ‘K.’ and the resultant image is referred as
encrypted image A as figure 4(b).

(2) The same original image is encrypted by using secret key
‘BBCDEFFEDCBAO0123456789FEDCBAFFO05SABCDEFFEDCBA
0123456789FEDCBAFF05’ (The first byte of the key is changed) as ‘K.’ and
the resultant image is referred as encrypted B as figure 4(c).

(3) The same original image is encrypted by using secret key
‘ABCDEFFEDCBAO0123456789FEDCBAFFO05SABCDEFFEDCBA
0123456789FEDCBAFFO06’ (the least significant bit is changed in the secret
key) as ‘K’ and the resultant image is referred as encrypted C as figure 4(d).

(4) The three encrypted images A, B and C are compared.

(b) (c) (d)

Figure 4: Key Sensitivity Test (a) Original Lena Image (b) Encrypted Image with Key K, (¢)
Encrypted Image using Key K, (d) Encrypted Image using Key K,

Correlation between the corresponding pixels of the three encrypted images is
calculated. For this calculation, the MATLAB function corr2 (Compute 2-D correlation
coefficient). In the Table 2, the results of the correlation coefficients between the
corresponding pixels of the three encrypted images 4, B and C. There is no correlation
between the three encrypted images.
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Table 2
Correlation Coefficients between the Corresponding Pixels of the Three Different
Encrypted Images Obtained by using Slightly Different Secret Key of an Image
Shown in Figure 3

Imagel Image 2 Correlation coefficient
Image A Image B 0.00713
Image B Image C 0.00281
Image A Image C 0.00415

3.3. Time Analysis of the Encryption

The speed of the encryption is one of the most important factors. The time analysis has
been done on P-4 with 245MB RAM computer. The average time taken by the algorithm
for different size of images is shown in the table 3.

Table 3
Average Ciphering Speed of a Few Different Sized Grayscale Images
Image size (in pixels) Bits/pixels Average encryption/decryption time(s)
128 x 128 8 0.05-0.06
256 x 256 8 0.22-0.24
512 x 512 8 0.36-0.47

3.4. Key Space Analysis

For any secure image encryption method, the key space should be large enough to
make the brute force attack infeasible. The proposed image encryption method has 2%
different combinations of the secret key. The image cipher with such a long key is
sufficient for reliable practical use. A key longer than this would require more
computational time for encryption/decryption.

3.5. Attacks on the Stego-image

The encrypted image Hello.bmp (of size 32*32 in 8-bit colors) as shown in figure 5.
The cover image Lena of size 1024 *1024 in 24-bit color. A four level wavelet transform
applied to the cover image and hide the encrypted image inside all the four level. Various
types of attacks on the stego-image perform like compression, rotation, resize, blurring,
etc.

Table 4 summarizes a set of results which are obtained by applying different types
of attacks to the stego-image when data hide in LH band of 1st, 2nd, 3rd and fourth
level. The PSNR value of the original image and the recovered image is calculated.
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Hello

@ SRkE 5().

Figure 5: (a) Original Image (b) Encrypted Image

Table 4
Performance of the Proposed Method against Various Attacks (LH band)

Attack name Level 1 Level 2 Level 3 Level 4

(PSNR) (PSNR) (PSNR) (PSNR)
Blurring 0.448493 1.29935 6.11233 15.5298
Contrast 100% 52.9562 24.7823 22.1623

recovery
Cropping 2.99272 4.1983 8.92372 74.8407
Dark 47.4239 11.1299 7.6829 7.09425
Deblur 1.78072 9.85182 22.0235 35.9738
Histogram Equalization 36.9426 19.2159 11.5493 9.12835
Median Filter 1.99648 8.12930 14.7742 15.9720
Resize 1.82392 9.92659 15.9264 38.9173
Rotation 1.9476 6.31878 10.9374 12.1983
Weiner Filter 5.9267 9.0126 14.7354 18.6381
Salt 18.97 12.4415 8.9226 12.8739
Jpeg (90%) 33.0275 38.0903 46.8162 49.4029
Jpeg (80%) 16.4886 23.3392 29.2443 37.4999
Jpeg (75%) 14.0918 18.8026 22.1926 32.4368
Jpeg (50%) 11.1666 11.4786 15.6872 29.1932
With different 10.8109 12.4513 10.9872 11.4415

The proposed technique resist the various types of the attacks like JPEG2000
compression, Weiner Filter, Resize, Rotation, various types of noise, and other types of
the attacks. The proposed technique is highly robust against the various types of attacks
like known-plain text, cipher-text only, chosen text etc.



ENHANCED CHAOS BASED SPREAD SPECTRUM INFORMATION SECURITY 509

4. CONCLUSION

The proposed scheme in this paper yields highly robust results. Here, the 256-bit key
used as external key which is used to generate the pseudorandom sequence and also
used for the data hiding. The external key is modified after encrypting each block.
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